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[puaoxenne Ne2. UndopManmonHas naMsaTKa JJs 00y4arOIIUXCS /151 pa3MelleHnst
Ha opunnaabHbIX UHTEpHET-pecypcax

C KaxIpIM TOJOM MOJIOJICKU B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOJIHHUKU
OJHM M3 CAaMbIX AKTHUBHBIX NOJIb30BaTened PyHera. Mexay TeM, NOMUMO OIPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MpoOJieMbl. JTa maMsTKa JI0JDKHA TOMOYb
TeOe 0e3011aCHO HaXOAUTHCS B CETH.

Komnvromepnule supycot

KomnproTepHelii BUPYC — 3TO PAa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOIPAMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOW SIBJISIETCS CIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJTHEHHUE K ATOMY, BUPYCHI MOTYT OBPEIUTH WJIN MOJHOCTHIO YHUUYTOKUTh BCE (PaitiIbl
U JaHHblE, TOJKOHTPOJIbHbIE TOJb30BATEN0, OT MMEHM KOTOpPOro Oblia 3amylieHa
3apak€HHass IporpaMma, a TaKKe INOBPEAUTh WIH JaKE€ YHUUYTOXHUTH OIEPALMOHHYIO
cucreMy co BceMH (aiinamu B 1eiqoM. B OonbHIMHCTBE cilydaeB paclpOCTPAHAIOTCS
BHUPYCBHI Y€pe3 NHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Ucnonb3yit coBpeMeHHbIE OIEpallMOHHBIE CHCTEMbI, HUMEIOIINE CepbEIHBIN
YPOBEHbB 3alIUTHl OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrossHHO  ycraHaBnmmBaiW  mauTk  (UMQpOBBIE  3alUTaTKA,  KOTOPBIC
aBTOMAaTUYECKU YCTaHABJIMBAIOTCS C LENbI0 JTOPAOTKU MpOrpammbl) U Apyrue
OOHOBJICHUS CBOEH oOmeparMoHHOW cucTemMbl. CKauMBal WX TOJBKO C
opunmaneHoTo caiita paspaborunka OC. Ecam cymectByer pexum
aBTOMAaTUYECKOTO OOHOBJICHUS, BKIIIOUYH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE IO TMpaBaMH TIOJb30BaTENsA, a He
aJIMMHHCTpaTOpa. OTO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMIIBIOTEPE;

4. HWcnonb3yit AHTUBHPYCHBIE IpOrpaMMHBIE MIPOTYKTHI U3BECTHBIX

MIPOU3BOIUTENEH, C aBBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

Orpanudb QU3NYECKUI JOCTYN K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHelmIHUE HOcUTeNd MHGOpPMalMU, TaKue Kak (QIienika, AUCK WU
(aiin U3 UHTEpHETa, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He otkpbiBaii KOMIbIOTEpHBIE (ailyibl, TOJY4YEHHbIE U3 HEHAAEKHBIX
UCTOYHUKOB. [laxke Te (aiinbl, KOTOpble MpHcial TBOW 3HaKOMbIN. Jlydine
YTOYHH Y HETO, OTIPABIISUI I OH TeOe ux.

o

Cemu WI-FI

Wi-Fi - 370 He BHA mepeiayl JAHHBIX, HE TEXHOJOTHs, a BCEro JHIIb OpeH],
Mmapka. Eme B 1991 rony Hunepnanjackas koMmnanus 3apeructpupoBana openss « WECA»,
yro o06o03Havano cioBocodyeranue «Wireless Fidelity», koTopelii mepeBoguTCS Kak
«OecrpoBOHAS TOYHOCTbY.

Jlo Hamero BpeMeHH Jiolula japyras aOOpeBuaTypa, KOoTopas sIBISETCS TAaKOH xke
TexHosiorueil. Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObUIO JaHO ¢ HAMEKOM Ha
CTaHJapT BbICIIMK 3ByKOBOM TexHuKkH Hi-Fi, uTo B mepeBojge o03HayaeT «BBICOKAA
TOYHOCTB.
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Jla, OecriaTHBI WHTEPHET-AOCTYN B Kade, OTeNsIX W adpomopTax SIBISICTCS
OTJIUMYHOM BO3MOKHOCTBIO BbIXOJa B HWHTCPHCT. Ho mmuorue OKCHICPThI CUYHUTAKOT, YTO
obmenoctynusie Wi-Fi cetn He sSBISIOTCS 6€30MaCHBIMHU.

CoBetsl 110 Oe30macHOCTH padoTe B 001IeA0CTyHBIX ceTsax Wi-fi:
1.

He nepenasaii cBoro mnunyro uHpopMaruio yepes oodmenocrymnusie Wi-Fi cet.
PaboTas B HUX, KelaTeTbHO HE BBOJAUTH MAPOJIM JOCTYIA, JJOTHHBI U KaKUE-TO
HOMEpa;

Hcnonws3yit u OOHOBIS aHTUBUPYCHBIE NpPOTpaMMbl M OpaHmmayep. Tem
CaMBbIM ThI 00€30ITacHIIIb ce0sl OT 3aKaUKH BHpPYyca Ha TBOE YCTPOICTBO;

[Tpu ucnonn3oBannn Wi-Fi otkimroun ¢ynkuuto «O0mmii moctymn k daitiam u
npuHTepam». JlaHHas (QyHKIUS 3aKpbITa [0 YMOJYAaHMIO, OJHAKO HEKOTOpHIE
MOJIb30BAaTENN AaKTUBHPYIOT €€ A yAoOCTBa MCIIOJIb30BaHMUS B paboTe WU
yueoe;

He ucnons3yit myonuunsiii WI-FI nns nepenaun MMUHBIX JaHHBIX, HalpuMep
JUI BBIXOJIa B COLMAJIBHBIE CETU WJIH B JIEKTPOHHYIO MOYTY;

Nnonw3yit Tonpko 3ammuiiennoe coenqunenue uepes HTTPS, a ve HTTP, T.e.
npu Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOunsHOM Tenedone otkmroun (yaknuio «Ilogkmrouenne k  Wi-Fi
aBToMarnueckn». He nomyckail aBTOMAaTHYECKOTO MOAKIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

Coyuanvuwvie cemu

2.

CoumanbHble CETH aKTUBHO BXOJSAT B HAIly JKM3Hb, MHOTHE JIIOAU PAbOTAIOT M
KUBYT TaM TIOCTOsSIHHO, a B Facebook yxe 3apeructpupoBan Muummap] 4YesoBEK, YTO
SIBJISIETCS OJHOM CEIBbMOM BCEX JKHTEJICH ITaHeThl. MHOTHE IMOJIb30BaTeIIM HE MMOHUMAIOT,
yTo WHGOpPMaIMs, pa3MelieHHAas WMH B COIMAJBHBIX CETAX, MOXKET OBITh Hai/IeHa H
HCIIOJIb30BaHa KEM YI'OJIHO, B TOM YHCJIE HE 00s3aTeNIbHO ¢ OJIarUMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COIIMaJIbHBIX CCTAX:
1.

OrpaHudb CHOUCOK JIpy3eil. Y TeOs B IPYy3bsSiX HE JOJDKHO OBITh CIydalWHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiaid CBOX 4YacTHYIO XW3Hb. He ykaspiBail mapoiin, TenedoHbI, aapeca,
JaTy TBOETO POXKJAEHUS U JPYryro JUYHYI0 MHGOPMaLUio. 3710yMBIILICHHUKA
MOTYT HCIIOJIb30BaTh Jake MHGOPMAIUIO O TOM, Kak Thl U TBOM POAUTEIH
IJIAHUPYETe MPOBECTU KaHUKYIIBI;

3amuinail cBOK pemyTaluio - JEepKU ee B YHCTOTe M 3ajaBail cebe BOIpOC:
xoTen Obl Thl, YTOOBI Ipyrue MOJIb30BATEIN BHIEIH, YTO ThI 3arpykaeuib?
[Toxymaii, mpexe 4em 4To-To OMyOJIMKOBATh, HAMIMCATh U 3arPY3UTh;

Ecnu TBl roBOpHINB C JIIOABMHU, KOTOPHIX HE 3HACIlb, HE HCIOIb3YyH CBOE
pearbHOEe UMs U JPYryl0 JIMYHYIO HHGOpPMAIMU: HMs, MECTO >KUTEIbCTBA,
MeCTO y4eObl U poyee;

W36erait pasmemienus ¢otorpaduii B MHTepHere, rae Thl HM300pakeH Ha
MECTHOCTH, TI0 KOTOPOM MO>KHO ONIPEAEIUTH TBOE MECTOTIOJIOKEHHUE;

[Ipu peructpanyu B coLMaIbHON CETH HEOOXOJMMO HCIOJIBb30BaTh CIOXKHBIE
MapoJIx, COCTOsINE U3 OyKB U IUGP U C KOJIUYECTBOM 3HAKOB HE MeHee §;

Jlist coumanbHOM CeTH, MOYThl U APYrMX CaWTOB HEOOXOJIUMO HCIOJIb30BaTh
pasHble mapoiu. Torna eciau TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOJIydaT
JIOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

9ﬂ€Kmp0HHbl€ oenveu
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DJNEeKTpOHHBIE JEHBIM — 3TO OYEHb YIOOHBIA CHOCOO TMaTexel, OIHAKO
CYIICCTBYIOT MOIICHHUKH, KOTOPLIC XOTAT IMOJYYUTb 3TU ACHBI'U.

3H€KTpOHHBIe JACHbI'M IOABHIIMCh COBCEM HCIABHO M HMMCHHO H3-3a 3TOIO BO
MHOT'HUX I'oCyAapCTBax A0 CHUX ITOP HE MPOIIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHHPYIOT U O HUX YyX€ HPONMCAHO B 3aKOHE, IIe UX
pa3[[eJ'I$HOT Ha HCCKOJIBKO BHUJ0OB — AaHOHHUMHBIC U HC AHOHHWMHBIC. Pa3HI/IIIa B TOM, 4TO
AHOHUMHBIC - 3TO TEC, B KOTOpI)IX pa3pemaeTCﬂ HpOBOI[I/ITI) onepam/m 663 I/IIIGHTI/I(l)I/IKaIII/II/I
I10JIb30BAaTCIIA, a B HCAHOHHUMHBIX I/II[eHTI/I(bI/IKaIII/II/I I10JIB30BATCJIA ABJCTCA
00s13aTEJILHOM.

Taxxe cinemyer  pa3nuuaTh  JJIEKTPOHHbIE  (UaTHbIE  JI€HbI'M  (paBHbI
rOCy/lapCTBEHHBIM  BaJllOTaM) U DIJIEKTPOHHbIE HepUaTHbIE JEHbIW (HE paBHbI
rocy/lapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBsxu Kk cueTy MOOWJIBHBIM TenedoH. DTO camblil yAOOHBIM U OBICTPBIN
Croco0 BOCCTAHOBUTH JOCTYI K cyeTry. [IpuBsizanHblil TenedoH momMoxeT, eciu
3a0yemp CBOM TUTATEXKHBIM Tapojb WIM 3aijellh Ha CAUT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Wcmonw3yit onxHOpa3oBble maposid. llocie mepexoqa Ha  YCHICHHYIO
aBTOpHU3alMIO Tebe y)ke He OyIeT yrpoxkaTbh OMacHOCTh Kpakl WJIM IepexBaTa
IJIATEKHOTO MAPOJIs;

3. Br10epu croxusbiil maposs. [Ipectynmaukam Oyner He IpPOCTO yragaTh CIOKHBIN
napoibs. HanexxHsle maponu — 3TO Mapoiiu, KOTOpPhIE colepiaT HE MeHee 8
3HAKOB M BKJIIOYAIOT B C€€0s CTPOYHBIE W TPONHUCHBIE OYKBBI, IU(pPHI U
HECKOJIbKO CHMBOJIOB, TaKH€ KaK 3HAaK J10Ji1apa, (yHTa, BOCKIMIATEIbHBIN 3HAK
u 1.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JIAHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSCIIb.

3JZ€KI’I’[DOHHCI}1 nodyma

BHGKTpOHHaSI moyra — O3OTO TEXHOJIOTHUA H IPEAOCTAaBIACMBIC €HO YCIYIH I10
NEPEChIJIKE W IIOJYUCHHUIO 3SJICKTPOHHBIX COO6H.[6HI/II7I, KOTOpPBIC pacCHpCcaci-iroTCa B
KOMHLIOTepHOﬁ cetd. OOBIYHO BHGKTpOHHHﬁ IMOYTOBBIN SIMUK BbINTIAAAT CICAYHOIIUM
o6pa30M: I/IMH_HOJIB?»OBaTeJ'IH@I/IMH_,I[OMeHa. Taxoxe KpoM€ II€p€aadu IIpOCTOro TCEKCTa,
HMCCTCA BOSMOKHOCTD IIEPCaaBaTh Q)aﬁnm.

OcHOBHBIE COBETHI IO O€30M1aCHOM paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NMpaBUIIbHBIM MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIM
BBIOOpP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPATh TE€M, KOTO
3HACIlb U KTO IIEPBLIA B PCUTUHIE;

2. He ykaspiBall B JM4yHON mouTe JMyHyro uHGopmanuioo. Hampumep, mydime
BBIOpATh «MYy3bIKaJIbHBIN (panaT@» uinu «pok2013» BMecTo «Temal3y;

3. Hcnonp3yil NBYX3TamHyI0 aBTOPU3ALUIO. DTO KOrJa IMOMHUMO Hapojisi HYKHO
BBOJIUTH KOJI, TPUChLIaeMbIii o SMS;

4. Bpibepu cnoxxHbIi mapoib. [ Kax10ro Mo4ToBOrO SIIKKA JOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOWUMBBINA K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOXHOCTh HamHMcaTh CaMOMY CBOM JIMUHBIM BOMPOC, UCHOJB3YH
9Ty BO3MO>KHOCTb;
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6. Hcnonp3yil HECKOIBKO MOYTOBBIX SIIMUKOB. [1epBblil /11 4aCTHOM MEPEnUCKH C
azpecaTaMM, KOTOPBIM Tbl JOBEpsielllb. JTO 3JEKTPOHHBIM ajapec HE HaJIo
WCIOJb30BATh IPU PErUCTPALUK HA POpyMax U callTax;

7. He otkpsiBail (paiiibl 1 Apyrue BIOKEHHUS B MUChMAxX JaKe €CIM OHH MPUILTH
OT TBOUX Jpy3eil. Jlydrie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (Hailiibl;

8. Tlocne oxoHyanus pabOTHI HAa IOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKH C
caiiToM He 3a0y/Ib HaKaTh Ha «BBIATIY.

Kubepbyinune unu supmyaibHoe u30e6ameilbCmeo

KubepOynnuar — mnpecienoBaHue COOOIIEHUSIMU, COJEPKAIIUMH OCKOPOJICHUS,
arpeccuio, 3alyrMBaHWE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHPOBAHWE C ITOMOIIBIO
PA3JIMIHBIX UHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITUHTOM:

1. He Opocaiicsa B 60#. JIyumnii coco6: mocoBeToBaThCsl Kak ceOs BECTH U, €CIIU

HET TOro, K KOMYy MOYXHO OOpaTHThCS, TO BHAdaie YyCIMOKOWThCS. Eciu ThI

HayHellb OTBEYaTh OCKOPOJECHUSAMH Ha OCKOPOJICHHS, TO TOJBKO eIe OoJIbIe

pa3oxKenIb KOH(IUKT;

VYmpasnsii cBoel kubeppermyraiuei;

3. AHOHUMHOCTbH B ceTH MHUMas. CyllecTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyAWUTAaHCKUM o0O0pa3 BHUPTyalbHOW KW3HH. VIHTEpHET

(buKCUpyeT BCe TBOMW JCUCTBHUS U COXpAHSCT MX. YJIUTh UX OyaeT KpaitHe

3aTPyIHUTENIBHO;

Colmroaii cCBOi BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit eguHuyHblii HeraTuB. OIHOpPa30Bble OCKOPOUTENIbHBIE COOOIICHUS
nyyiie urHopupoBatb. OOBIYHO arpeccusi MNpeKpallaeTcss Ha HadalbHOU
CTa/luu;

7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSIMHU, B
COILIMANIBHBIX CETSX €CTh BO3MOKHOCTb OJIOKHMPOBKM OTIPABKH COOOIIEHUH C
OTIpeJIeNIEHHBIX a/IPECOB;

8. Ecmu Tbl cBumetens kubepOymiuHra. TBou [eHCTBUS: BBICTYIHUTH IPOTHB
npecieaoBaress, MokKa3arb eMy, YTO €ro JEHCTBHS OLEHUBAIOTCS HETraTHUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOH HYKHA MCHXOJIOTUYECKAass MOMOIIb, COOOIIUTh
B3POCIIBIM O (haKTe arpecCUBHOTO MOBEJCHHUS B CETH.

N

o

Mobunvuviti menedon

COBpeMeHHLIC CMapT(I)OHBI U TUIQHIOCTBI COACPKAT B cebe BIOJIHE B3p0CJ'II:II>i
(I)YHKI_II/IOHEUI, " TCIICPb OHU MOT'YT KOHKYPHPOBATH CO CTAHMOHAPHBIMU KOMIIBIOTCpAMHU.
O,Z[HaKO, CpCACTB 3alllUThHI JJIS HOI[O6HBIX YCTpOﬁCTB IIOKa O4Y€CHb MaJlo. TeCTI/IpOBaHI/IC 151
ITIOUCK yﬂ3BHMOCTCI>i B HUX MPOUCXOAUT HEC TaK MHTCHCUBHO, KaK JJIs HK, TO XK€ CaMOC
KacaeTcs ¥ MOOMIIbHBIX HpI/IHO)i(CHI/Iﬁ.

COBpeMeHHLIC MOOUJIEHBIE 6pay:«:ep1>1 YK€ IPAKTHYCCKU OOTHAJIM HACTOJIbHBIC
AHAJIOTHU, OJAHAKO paCIIupCHUC (I)YHKI_II/IOHaJ'Ia BJICUET 3a COOOH 60J'IBIJ_IyIO CJIOXKHOCTb H
MCHBIIYIO 3allIUIICHHOCTD.
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Jlaneko He Bce MPOU3BOJUTENM BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE
KPUTHYCCKUC YA3BUMOCTU JIA CBOUX yCTpOﬁCTB.

OcHOBHBIE COBETHI 151 6€3011aCHOCTH MOOHIIBHOTO TenedoHa:

1. Hwuuero He sBISETCS MO-HACTOSIIEMY OecIUIaTHBIM. Bynp OCTOpOKeH, BeIb
Korja tebe mpemararoT OeCIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IUIaTHBIE YCIYTH;

2. Nymaii, mpexxae yeMm otnpaButs SMS, ¢oTto mwim Buaeo. Tl TOUHO 3HACIIb, T1Ie

OHHM OyZIyT B KOHEUHOM UTOTE?

Heo06x011M0 0OHOBIIATE OMEPAMOHHYIO CHCTEMY TBOETO CMapT(OHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsI MOOMIIBHBIX TeNe(OHOB;

He 3arpyxail npuioxeHUss OT HEU3BECTHOTO MCTOYHMKA, BEAb OHM MOTYT

coJiepKaTh BPEJOHOCHOE ITPOrpaMMHOE 00ECIIEUeHUE;

6. Ilocme TOoro kaxk THI BBIHJACHIH C CaiTa, TJIe BBOAWI JIMYHYIO WH(POPMAIHIO,
3aiii B HACTpOMKH Opay3epa u yaanu cookies;

7. llepumonuuecku HpoBepsd Kakue IJIaTHBIE YCIYTM aKTUBUPOBAHbI Ha TBOEM
HOMEpE;

8. aBaii cBO¥1 HOMEp MOOHMIIBHOTO TeJe(oHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIITH
1 KOMY JIOBEpsielllb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJAa Thl WM HE TOJB3yembes. He
3a0bIBail HHOT1a TPOBEPSITH 3TO.

ok~ w

Online uepwi

CoBpemMeHHbIE OHJIAWH-UTPHI — ATO KpPACOYHBbIE, 3aXBAaTHIBAIOLUE pPa3BJICUYCHUS,
00BeAMHSIONINE COTHH THICAY YENIOBEK M0 BceMy MHpy. Urpoku uccneayoT JaHHBIA UM
MHp, OOLIAIOTCSA APYr C JPYrOM, BBIMOJHSIOT 3a/aHus, CPa)KalOTCA C MOHCTpaMU U
MOJIY4alOT OMBIT. 32 YI0BOJILCTBHE OHM IUIATAT: MOKYMAIOT AUCK, OTUIAYMBAIOT a0OHEMEHT
WM PUOOPETAIOT KaKUE-TO OIIIHH.

Bce atu cpenctBa Moyt Ha MoOJAep:KaHHE M Pa3BUTUE WUIPHI, a TAKXKe Ha camy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIC MAT4H
(urdpoBkle 3arIaTKy Ui IPOrpaMM), 3aKPhIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX urpax CTOMUT OIIaCaTbCA HC CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO
KpaXu TBOCT'O IMapoJisi, HAa KOTOPOM OCHOBAaHA CUCTCEMaA aBTOpU3alluU OOJIBIINHCTBA urp.

OcHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:
1. Ecnmu npyroit urpok BedeT ceds IJIOXO WM CO3/1aeT TeOe HEeNmpHUSITHOCTH,
3a0JIOKHPYH €ro B CIIMCKE UTPOKOB;

2. Tloxamyiica aIMUHHCTpAaTOpaM HUIpbl Ha IUIOXO€ IMOBEIAECHHUE ITOTO HUIPOKa,
KeNaTeIbHO MPUIIOKHUTh KaKue-TO J1I0Ka3aTeNbCTBa B BUJIE CKPHHOB;

3. He ykasbiBail tuunyro nHpopMaIHio B mpogaiiie urpsl;

4. VYBaxail Jpyrux y4aCTHUKOB I10 UTDE;

5. He ycranaBnuBail HeopuuManbHBIE TATYU U MOJIBL;

6. Hcnonp3yii Cl0XKHBIE U pa3HbIe TApOJIH;

7. Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKIIIOYATh aHTUBUPYC. [Toka ThI Urpaenib, TBOM

KOMIIBKOTCP MOT'YT 3apa3uTh.

Duiune unu Kpastca JUuYHbIX OaHHbIX
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OObIuHOM Kpakel JeHer W JOKYMEHTOB CEeTOJHS YK€ HUKOTO He yauBHUfib, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJIOIMH 3JI0YMBIIUICHHUKH IE€PEMECTWIACh B HMHTEPHET, U
IIPOJIOJIKAIOT 3aHUMATHCSI «JIFOOUMBIMY JETIOM.

Tak mosiBMIIaCh HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TIaBHAS
[eJIb KOTOPOTO COCTOMT B TOJYYEHHH KOH(DHUICHIMATBHBIX JAHHBIX MOJb30BaTENed —
JIOTMHOB U maposeil. Ha anrmmiickom si3pike phishing ynraercs kak ¢ummar (ot fishing —
pBIOHAs JIOBIIS, password — MmapoJnb).

OcHOBHBIE COBETHI IO O0pHOE ¢ PUmMHTOM:

1. Cneau 3a cBouMm akkayHTOM. Eciu Thl mojo3peBaellib, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JI0KMPOBATh €€ U COOOUIUThH aJMUHUCTPATOPaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. HUcnonw3yii Oe3omacHble BeO-CalThI, B TOM YHCIE, WHTEPHET-MarasmHOB H
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yii cinoxkHbBIE B pa3Hble Tapoiu. TakuMm o0pa3zom, eciu Teds B3JIOMAroT,
TO 3JIOYMBIIUIEHHUKH TOJYy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY HpO(UiII0 B
CEeTH, a HE KO BCEM;

4. Ecmu T1e0s B3OMaiu, TO HEOOXOIUMO HPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHBI y TeOS B JAPY3bsAX, O TOM, 4YTO TeOs B3JIIOMaIu H,

BO3MOXHO, OT TBOEr0 HMEHU OylIeT pacchllaThCsi CHaM U CChUIKM Ha

(UIIMHTOBBIE CalTHI;

Ycranosu HagexHbI maposb (PIN) Ha MOOMIIBHBIH TenedoH;

OTxIr0uM coxpaHeHue napoJs B Opaysepe;

7. He oTkpsiBail ¢ailyibl U Apyrue BIOKEHUS B MTUChMax JIa)Ke €CIM OHU MPHUIILTN
OT TBOMX Apy3ei. Jlydnie yrounu y HUX, OTIIPABJISUTH JIU OHU TeOe 3TH (halIbl.
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Hud)DOGLZ}Z penymauus

Hudposas penmyranus - 3T0 HeraTHMBHas WM MO3UTHBHas MH(OpMalus B CETH O
tebe. Kommpomerupytomas nadopmainus pa3MmelieHHas B UHTEPHETE MOXKET CEPbEe3HbIM
o0pa3oM OTpa3uTbci Ha TBOeH peanbHOM >ku3HU. «L{udpoBas pemyrauus» - 3T0 TBOU
UMUDK, KOTOPBIH hopmupyetcs u3 nndopmaiuu o Tede B MHTEpHETE.

TBoe MecToO KHUTCJIbCTBA, y‘Ie6BI, TBOC (1)I/IH3HCOBOC IIOJIOKCHUC, 0COOEHHOCTH
XapaKTepa 1 pacCKa3bl O OJIM3KHMX — BCE DTO HAKAIUITUBAETCS B CETH.

MHorre TOJIPOCTKH JICTKOMBICIEHHO OTHOCATCS K  IMYOJNUKAlMK  JIMYHOM
uHpopmanuu B IHTepHETE, HE TOHUMAasi BO3MOXKHBIX IMOCIIEACTBUN. ThI Take HE CMOJKEIIb
J0raiaThCsi 0 ToM, 4To (poTorpadus, pasMenieHHas S5 JIeT Ha3aJ, cTajla MPUYUHON OTKa3a
MPUHATH Te0s Ha padoTy.

KommenTtapuu, pa3menieHue TBoux (oTorpaduii m apyrue JedcTBUS MOTYT He
HCYE3HYTh JaXe IIOCJIE TOro, Kak Thl UX YyHAJIHIUb. Thl HE 3HaAellb, KTO COXpPaHUI Ty
uH(pOpMaIMIo, MoNaja M OHa B IOUCKOBBIE CUCTEMbI U COXpAaHHUJIACh JIM OHA, a TJIABHOE:
4TO MOJYyMAalOT O TeOe OKpyKarollee JIOAM, KOTOpble HalayT M yBUAAT 3To. Haiitu
MHGOPMAIIMIO MHOTO JIET CITYCTSI CMOXeET JII000H — Kak U3 J0OpBIX MOOYKJIEHUH, Tak U C
HaMepeHHEeM MPUYMHUTH BpeA. ITO MOXKET OBITh KTO YrOJIHO.

OcHOBHBIE COBETHI IO 3aIIUTE U(PPOBOI pemyTanuu:
1. Tloxymaii, mpex/e yem 4To-TO MyOJIMKOBaTh M MepenaBaTh y ce0st B 6Jore wim
B COLIMAJIBHOM CETH;
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2. B nacrpoiikax npoduisi ycTaHOBU OTpaHUYEHUS Ha IIPOCMOTP TBOETO MPO(UIIs
U €T0 COJAEPKUMOTO, CIIENIall eT0 TOIBKO « I Apy3eii»;

3. He pa3memaii m He ykaspiBaili MH(OpPMAIMIO, KOTOpask MOXET KOro-imbo
OCKOPOJISATH WM OOMKATH.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJBHUKA— aKTUBHBIEC IOJIB30BATENIN IH(PPOBOTO MPOCTPAHCTBA.
OpHako Janexo He BCE 3HAIOT, YTO IOJIb30BAHHE MHOTHMHU BO3MOKHOCTSIMHU ITH(POBOTO
Mupa TpedyeT coONIoIeHHS TPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEUIEKTYyallbHass COOCTBEHHOCTh» OTHOCHUTCS K Pa3IMYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HadyMHas C HOBBIX H300peTeHH U 3HaKoB, 00O03HAYAIOLIUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCAYrM , M 3aKaH4YMBas KHHUramu, QoTtorpadusamu,
KMHO(UIBMaMHU U MY3bIKAJIbHBIMHU MPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — O5TO TMpaBa HAa WHTEIUIEKTYyalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BENICHUS HAYKH, TUTEPATYPhl U HCKYCCTBA. ABTOPCKHE IIPABa BBICTYNAIOT B KAYECTBE
rapaHTUU TOTO, YTO MHTEJIEKTYalIbHBIH/TBOPUECKUN TPy aBTOpa He OyleT HaIllpacHbIM,
JaCT €My CIIpaBeIIMBBIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOETO TPYAa,
MOJIyYUTh W3BECTHOCTh W Tpu3HaHWe. Hukro 0e3 paspemieHus aBTOpa HE MOXKET
BOCIIPOM3BOJUTH €r0 TPOU3BEICHHUE, PACIPOCTPAHSITh, ITyOIWYHO JIEMOHCTPUPOBATH,
npoaaBaTsb, HMIIOPTHUPOBATH, ITyCKaThb B IIpoKar, HY6J'II/I'-IHO HUCIIOJIHATH,
MOKa3bIBATH/UCTIONHATH B 3(Upe WK pa3MemnaTs B IHTepHeTe.

Hcnonb3oBaHue «UPaTCKOro» MPOrpPaMMHOTO O0ECHEUYeHUs MOKET MPUBECTH K
MHOTMM pHCKaM: OT TIOTE€PH JaHHBIX K TBOMM aKKayHTaMm J0 OJOKHPOBKH TBOETO
YCTpOWCTBA, TJI€ YCTAHOBJIICHHBIA HE JierayibHas mporpamMma. He ctouT Takxke 3a0bIBaTh,
YTO CYHIECTBYET JIeTabHbIE M OECIUIaTHBIE MPOTrPAMMBI, KOTOPbIE MOYXKHO HAaWTH B CETH.

O nopmarne

CereBUYOK.p) — TBOHM TJIABHBIM COBETYHMK B CETH. 37€Ch Thl MOJXKEIb Y3HAaTh O
0€30MacHOCTH B CETH MOHATHBIM W JOCTYINHBIM S3BIKOM, a IPH BO3HUKHOBEHHH
KPUTHYECKOU CUTyallil OOpaTUTHCS 32 COBETOM. A TakKe MPUHATH y4acThe B KOHKypcax
U CTaTh CaMbIM HU(PPOBBIM I'PaKTAHUHOM!
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